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AUTHORIZATION(S): 

SUMMARY 

Issue for Discussion 

Should the Board of Regents adopt the proposed amendment of sections    
121.1, 121.4, and 121.5 of the Regulations of the Commissioner of Education relating to 
the NIST cybersecurity framework and data retention policies?   

Reason for Consideration 

Review of Policy. 

Proposed Handling 

The proposed amendment is presented to the P-12 Education Committee for 
discussion at the October 2025 Regents meeting. A copy of the proposed rule 
(Attachment A) is attached. 

Procedural History 

A Notice of Proposed Rule Making will be published in the State Register on 
October 22, 2025, for a 60-day public comment period. Supporting materials are 
available upon request to the Secretary of the Board of Regents. 
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Background Information 
 

 New York State Law requires the Commissioner, in consultation with the chief 
privacy officer, to promulgate regulations establishing standards for educational agency 
data security and privacy policies and to develop one or more model policies for use by 
educational agencies (Education Law §2-d [5]). Consistent with its obligations under 
Education Law §2-d, the Department previously adopted the National Institute of 
Standards and Technology (NIST) Cybersecurity Framework (CSF) version 1.1 as the 
standard for data security and privacy. The NIST CSF version 2.0 was subsequently 
released in February 2024.   
 

Therefore, the Department proposes technical amendments to update those 
sections of the Commissioner’s regulation referencing NIST CSF version 1.1 to version 2.0.   
 
 Additionally, consistent with Education Law §2-d, the Department proposes a 
technical amendment to remove a reference to an outdated data retention policy. The 
referenced policy is no longer valid because it was replaced by the comprehensive Local 
Government Records Retention and Disposition Schedule (LGS-1) on January 1, 2021, 
which now serves as the consolidated, applicable schedule for these entities.  
 
Related Regents Items 
 
January 2020: Proposed Adoption of Part 121 to the Regulations of the Commissioner 
of Education Relating to Data Privacy and Security of Student Data and Certain Annual 
Professional Performance Review Data 
(https://www.regents.nysed.gov/sites/regents/files/120p12hea1.pdf)    
 
Recommendation 

 
Not applicable. 
 

Timetable for Implementation 
 

It is anticipated that the proposed amendment will be presented for permanent 
adoption at the February 2026 Regents meeting, after publication of the proposed 
amendment in the State Register and expiration of the 60-day public comment period 
required under the State Administrative Procedure Act. If adopted at the February 2026 
meeting, the proposed amendment will become effective on February 25, 2026. 
 
 
 
 
 
 
 

 
 
 
 

https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.google.com%2Fsearch%3Fsca_esv%3Dd262380f444288af%26hl%3Den%26cs%3D0%26q%3DLocal%2BGovernment%2BRecords%2BRetention%2Band%2BDisposition%2BSchedule%2B%2528LGS-1%2529%26sa%3DX%26ved%3D2ahUKEwjC5onu9N-PAxVELVkFHfGsIIIQxccNegQIBBAB%26mstk%3DAUtExfDwC2Vjj6yCsxE--CTONdC93GUeK9OmT-hqn6ZpFncUxtSGgrKh2lLKqgnZVzDd9YmrqCRAsSRcpG9OR7C9Z_zHlm1U9vTpMZgCx3ngXHkdnvootJ7r4D2qy5S_AAsk4dk%26csui%3D3&data=05%7C02%7CAaron.Baldwin%40nysed.gov%7C1306c3970ac14d34ab3208ddf5f7a42b%7C15ef16e84ce04fc392e26a7a6c8e765e%7C0%7C0%7C638937166160358871%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C4000%7C%7C%7C&sdata=62Teq4fJ65Iyz5C5KUHW4kzDXYDfvWsti5MtkKb0eWc%3D&reserved=0
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.google.com%2Fsearch%3Fsca_esv%3Dd262380f444288af%26hl%3Den%26cs%3D0%26q%3DLocal%2BGovernment%2BRecords%2BRetention%2Band%2BDisposition%2BSchedule%2B%2528LGS-1%2529%26sa%3DX%26ved%3D2ahUKEwjC5onu9N-PAxVELVkFHfGsIIIQxccNegQIBBAB%26mstk%3DAUtExfDwC2Vjj6yCsxE--CTONdC93GUeK9OmT-hqn6ZpFncUxtSGgrKh2lLKqgnZVzDd9YmrqCRAsSRcpG9OR7C9Z_zHlm1U9vTpMZgCx3ngXHkdnvootJ7r4D2qy5S_AAsk4dk%26csui%3D3&data=05%7C02%7CAaron.Baldwin%40nysed.gov%7C1306c3970ac14d34ab3208ddf5f7a42b%7C15ef16e84ce04fc392e26a7a6c8e765e%7C0%7C0%7C638937166160358871%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C4000%7C%7C%7C&sdata=62Teq4fJ65Iyz5C5KUHW4kzDXYDfvWsti5MtkKb0eWc%3D&reserved=0
https://www.regents.nysed.gov/sites/regents/files/120p12hea1.pdf
https://www.regents.nysed.gov/sites/regents/files/120p12hea1.pdf
https://www.regents.nysed.gov/sites/regents/files/120p12hea1.pdf
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Attachment A 
 

AMENDMENT TO THE REGULATIONS OF THE COMMISSIONER OF EDUCATION 
 
Pursuant to sections 2-d, 101, 207, and 305 of the Education Law  

1. Subdivision (k) of section 121.1 of the Regulations of the Commissioner of 

Education is amended to read as follows: 

(k) NIST Cybersecurity Framework means the U.S. Department of Commerce 

National Institute of Standards and Technology Framework for Improving Critical 

Infrastructure Cybersecurity Version [1.1] 2.0, which is available at the Office of 

Counsel, State Education Department, State Education Building, Room 148, 89 

Washington Avenue, Albany, NY 12234. 

2. Subdivision (e) of section 121.4 of the Regulations of the Commissioner of 

Education is amended to read as follows: 

  (e) Educational agencies must maintain a record of all complaints of breaches or 

unauthorized releases of student data and their disposition in accordance with 

applicable data retention policies [including the Records Retention and Disposition 

Schedule ED-1 (1988; rev. 2004), as set forth in section 185.12, Appendix I of this Title]. 

3. Section 121.5 of the Regulations of the Commissioner of Education is 

amended to read as follows: 

Section 121.5 Data security and privacy standard. 

(a) As required by Education Law §2-d (5), the Department adopts the National 

Institute of Standards and Technology Framework for Improving Critical Infrastructure 

Cybersecurity Version [1.1] 2.0 (NIST Cybersecurity Framework or NIST CSF) as the 

standard for data security and privacy for educational agencies. 
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(b) Each educational agency shall adopt and publish a data security and privacy 

policy that implements the requirements of this Part and aligns with the NIST CSF 1.1 

no later than October 1, 2020; provided, however, that such data security and privacy 

policy shall align with the NIST CSF 2.0 no later than September 1, 2026. 

(c)… 

(d)… 

(e)… 

 


